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What is Cloud Computing? 
 NIST definition (January 2011):  Cloud computing is a model for enabling 

ubiquitous, convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, storage, applications, 
and services) that can be rapidly provisioned and released with minimal 
management effort or service provider interaction.  

 

 Essential Characteristics: 

 On-demand self-service 

 Broad network access  

 Resource pooling  

 Rapid elasticity  

 Measured service  

 Service Models: 

 Cloud Software as a Service (SaaS) 

 Cloud Platform as a Service (PaaS)  

 Cloud Infrastructure as a Service (IaaS)  

 Deployment Models: 

 Private Cloud 

 Community Cloud  

 Public Cloud 

 Hybrid Cloud  

http://www.google.com/imgres?imgurl=http://sheacomputing.com/wordpress/wp-content/uploads/2010/02/amazon_web_services.png&imgrefurl=http://sheacomputing.com/wordpress/%3Fp%3D119&usg=__OYb0gMfU8Zhjkl86QchqU4V2hE0=&h=259&w=640&sz=115&hl=en&start=4&um=1&itbs=1&tbnid=vml_yGZF7ItKbM:&tbnh=55&tbnw=137&prev=/images%3Fq%3Damazon%2Bweb%2Bservices%26um%3D1%26hl%3Den%26rls%3Dcom.microsoft:en-US%26ndsp%3D20%26tbs%3Disch:1
http://www.resourceondemand.com/blog/wp-content/uploads/2010/02/Salesforce-Logo-1web.jpg
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Public vs. Private Clouds 
PUBLIC 

 On-demand, scalable resources are 

provided over the Internet 

 By a third party provider who shares 

resources (―multi-tenancy‖) and bills on 

a fine-grained utility computing basis 

 With less customer control over data 

security, compliance, and reliability 

 With little or no capital cost to the 

customer 

 At a lower operational cost than a 

private Cloud, since the provider has 

few restrictions 

 With little flexibility, since the offering is 

highly standardized 

PRIVATE 

 On-demand, scalable resources are 

provided over the Internet or private 

networks 

 By internal department or trusted third 

party ITO outsourcer 

 Allows customer control over data 

security, compliance,  and reliability 

 Customer has to build and manage its 

data center(s) 

 At a higher operational cost than a 

public Cloud, since provider has more 

restrictions 

 With greater flexibility, since the solution 

is more easily customized 

Hybrid Clouds are a combination of the two, linking privately managed resources to 

business applications and functions that have been placed in public Clouds. 
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Benefits of Cloud 

• Customers see a lower cost way of receiving services efficiently.   

• Cloud architecture has arisen in response to a convergence of 

requirements and capabilities:  

• Economics (shift from CAPEX to OPEX; pay for capacity; 

benefits of scale)  

• Flexibility of delivery model (on demand; burst mode capability)  

• Reliability and Ubiquity of high bandwidth communications to 

core and remote locations 

• Increased Capacity of remote processing and storage capability 
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Risks of Cloud 

 Managing the switch to Commoditization 

 Data privacy and security  

 Availability and service levels 

 Vendor-related risks 

 Hidden expense of design, implementation, roll-out, operation 

 Liability and Indemnification limits 

 Termination and switching costs 

 No clear and consistent international legal protection 
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Governance and Negotiation 

Governance 

 Strategic application of Cloud 

 Responding to cultural change 

 Understand and communicate the 

key drivers 

 Clear accountability and feedback 

 Understand regulatory 

constraints 

 Anticipate data privacy/security 

issues 

 

 

 

 

Negotiation 

 Knowing when to negotiate 

 Identifying contract risk 

 Reducing performance risk 

 Minimizing failure risk 

 Tactical use of resellers 

 

 

 

 

 

 

 Adopting Cloud is a risk v reward process.  

 Two of the main approaches to counter Cloud risks are: 
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Governance 

 

 

Seek  

advice 

Tread carefully 

Align Cloud benefits 

with organizational goals 

Develop and Implement a 

 formal Cloud adoption plan 

Work out what you want to do 

 and what sort of Cloud you want 

 

 Understand the choice between public, 

private and hybrid Clouds 

 Develop a vision and adoption plan 

 Progress carefully 

 Commit to a timeline 

 Establish process ownership to Board-level 

 



This is MoFo. 9 

Negotiation 

 Cloud computing is traditionally not amenable to in-depth 

negotiation 

 In order to make their offerings cost-effective, Cloud providers offer a scalable 

―one-size-fits-all‖ service to many customers 

 Generally, Cloud providers want to treat most customers in substantially the 

same way in terms of service levels, indemnification obligations, and other 

contractual provisions 

 “Clickwrap” agreements are the norm 
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Would You Sign This Contract? 

 

 Vendor can suspend your right and license to use services, or terminate 

the agreement in its entirety, for any reason or no reason, at its 

discretion at any time with, at most, 60 day’s notice 

 In the event of a suspension of service, Vendor will not intentionally 

erase your data (but will not represent that it will be preserved), and can 

condition the return of your data upon your compliance with terms and 

conditions that the other party may establish in the future 

 Your access to services may be suspended without notice, and Vendor 

will have no liability with regard to such downtime 

 You bear sole responsibility for adequate security, protection, and 

back-up of your data, even though it is hosted by Vendor 

 The contract terms can be changed at any time by Vendor 

 Your company must indemnify Vendor from all claims relating to your 

use of Vendor’s services, with no limitation on liability 

 An employee informs you that she wants to enter into a contract on behalf of 

the company.  The contract includes the following terms: 
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Contract Negotiation  

 Because Cloud providers’ default contracts are usually one-sided (in 

the provider’s favor) and difficult, if not impossible, to change, due 

diligence is crucial 

 Customers should still try to negotiate terms, as some providers are 

seeking to improve the acceptability of their products 

 Larger customers with significant leverage will often be able to 

negotiate some terms 

 Competitive bidding is very important 

 Third party resellers may have more flexibility in contracting for 

Cloud computing solutions 

 Providers are striving to provide compliance ―out of the box‖ to 

address the risk issues inherent in their business models 
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Contract Negotiation 

 Private Clouds 
 Unless a company purchases and maintains all of its servers itself, service 

providers must be involved in a private Cloud in some way 

 A private Cloud operated in whole or in part by a third party provider is more like 

traditional infrastructure outsourcing 

 Customer should be able to negotiate in this context 

 There may be significant restrictions as to what terms are available (as in any 

outsourcing relationship), depending on: 

 Service provider’s tools and capabilities 

 SLAs 

 Economic terms 

 Negotiating leverage 
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Contract Negotiation 

 Public Clouds 
 Customers are often not able to significantly alter standard terms when 

purchasing services from a public Cloud provider 

 Ask for enterprise-level terms – they may be different and more favorable to the 

customer. 

 Depending on negotiating leverage and the quantity and quality of services a 

customer is purchasing, some negotiation may be possible 

 Contracts are composed of several agreements – even if a provider is willing to 

negotiate the main agreement, it may refer to other agreements that are not 

negotiable, and may be subject to change at any time by the vendor 



This is MoFo. 14 



This is MoFo. 15 

Contract Negotiation: Key Terms 

 Security 

 Pricing 

 Disaster recovery and business continuity 

 Service level agreements (SLAs) 
 Uptime 

 Latency 

 Processing capability and speed 

 Scalability 

 Backup and Archiving 

 Non-performance penalties and exclusions 

 Suspension and Termination rights 
 of vendor 

 of customer 

 Data Privacy; confidentiality 

 Liability 

 Indemnity 
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What’s the Solution? 

 Contracts & Negotiation 

 Use due diligence and pay careful attention to SLAs and data storage 

provisions 

 Use an RFP or other competitive process for important applications 

 Negotiate to get the most one-sided terms removed or softened 

 Understand the Privacy and Data Security issues 

 Consider whether proposed approach merits using a reseller 

 See Takeaway slides below 
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What’s the Solution? 

 

• Develop your vision 

• Assess your IT assets 

• Embrace Cloud governance 

• Invest in experience and architecture 
 

• Be prepared for transition 

• Help users adopt new usage patterns 

• Assess headcount and resource needs 

• Monitor scope creep  Rollout and Operations 

• IT governance is vital 

• Downsides of going private 

• Reality check 

Private Clouds  

•  Security and compliance 

•  Service level agreement rebates 

•  Reporting and metrics 

•  Business continuity 

•  Network architecture 

•  Capacity planning 

 

Public Clouds 

Planning for the Cloud 
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The Future Evolution of Cloud 

 Negotiation paradigms are evolving 

 Big companies with large scopes will have ever-increasing negotiating 

leverage 

 As the contracting model matures, new industry norms will develop 

 Normal rules of supply and demand will apply 

 Increasing knowledge and sophistication of buyers will force vendors to 

bargain for big accounts 

 As new capabilities, tools, and speed come along, Cloud architecture 

will look increasingly attractive 

 Security, data privacy, and service continuity will continue to be 

paramount concerns 

 The need to balance risk and reward will continue but, over time, the 

rewards of the Cloud may increasingly outweigh the risks 
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Questions and discussion 
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Takeaway: Amazon Web Services 

Negotiation 

 

 

 

 

 

Disruption 
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Case Study: Amazon Web Services 

 End user clickwrap agreements may be binding  

 These agreements are often subject to change by the provider at any time 

 These documents can expressly override the enterprise-level terms 

 An agreement for Cloud computing services may be composed of 

several different documents, some of which may be available online 

 While a provider may agree to negotiate the terms of certain 

agreements, it is important to read all related and referenced 

materials, as some may not be readily available or may be changed 

by the provider in the future 

 Agreements may reference separate policies and terms, including 

EULAs, service level agreements, trademark policies and 

acceptable use policies, some or all of which may not be negotiable 
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Amazon Web Services SLA 

 Amazon Elastic Compute Cloud: 
 Uptime: 99.95% during trailing 365-day period. Customers may file claims during the first 

year of service, but are treated as having 100% uptime during the period prior to starting 
service 

 Sole Remedy: 10% credit on monthly bill for the month that includes the last outage included 
in the claim 

 Amazon Simple Storage Service: 
 Uptime: 99.90% during each monthly billing cycle 

 Sole Remedy: 10% credit on monthly bill, or 25% if uptime drops below 99.00% 

 Amazon CloudFront: 
 Uptime: 99.90% during each monthly billing cycle. 

 Sole Remedy: 10% credit on monthly bill, or 25% if uptime drops below 99.00% 

 All other Amazon Web Services: 
 NO SLAs 
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Amazon Web Services Disruption 
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Amazon Web Services Disruption 

 Certain Amazon Web Services operating from a data center in 

Northern Virginia suffered disruption at about midnight on April 21, 

2011 

 Service disruptions continued in various forms until about 6:00 p.m. 

on April 23—approximately 66 hours later 

 Impacts of the disruption: 

 Permanent data loss on 0.07% of volumes in the affected data center 

 Service outages for customers 

 

 Amazon responds by offering an additional remedy: 

 10-day credit for customers of the affected data center, regardless of whether 

they experienced downtime 
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Amazon Web Services Disruption 

 Established companies were better positioned than startup 

companies to handle Amazon’s disruption. 

Netflix 

Netflix said it had sailed through 

the last couple of days 

unscathed. ―That’s because 

Netflix has taken full advantage 

of Amazon Web Services’ 

redundant Cloud architecture,‖ 

which insures against technical 

malfunctions in any one 

location, said Steve Swasey, a 

Netflix spokesman. 

BigDoor 

BigDoor, a 20-employee startup in 

Seattle, was knocked down by 

Amazon’s travails. It had backup and 

recovery services with Amazon, said 

Keith Smith, the chief executive, but 

only at Amazon’s data center in 

Virginia. ―There’s always a trade-off,‖ 

Mr. Smith said, noting the expenses 

and developer time that would have 

been required to do more.  

Source: ―Amazon Trouble Raises Cloud Computing Doubts.‖, The New York Times, April 21, 2011. 
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Amazon Web Services Disruption 

  
Hello, 
 
A few days ago we sent you an email letting you know that we 
were working on recovering an inconsistent data snapshot of one 
or more of your Amazon EBS volumes. We are very sorry, but 
ultimately our efforts to manually recover your volume were 
unsuccessful. The hardware failed in such a way that we could not 
forensically restore the data. 
 
What we were able to recover has been made available via a 
snapshot, although the data is in such a state that it may have little 
to no utility... 

 
If you have no need for this snapshot, please delete it to avoid 
incurring storage charges. 
 
We apologize for this volume loss and any impact to your 
business. 
 
Sincerely, 
Amazon Web Services, EBS Support 
 

Amazon notifies customers of permanent data loss: 
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Takeaway: Using a Reseller 
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 System Integrators and Resellers 

 Resellers may purchase services from Cloud providers and resell 

them, often as part of a bundle of value-added services 

 Adding another layer of responsibility to the mix can create a better 

risk profile for the customer, especially if the reseller is willing to 

take on risk 

 As with a traditional IT data center outsourcing, a contract with a 

reseller could allow customer to hold a single vendor responsible for 

performance – ―one throat to choke‖ 

 Additionally, resellers can help customers design and implement a 

Cloud solution 

 Trade-offs:  More expense, less visibility into data center 

administration, more bureaucracy. 
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Case Study: Los Angeles/Google/CSC 

 In a publicly available contract involving the City of Los Angeles 

(the City), Computer Sciences Corporation (CSC) was the reseller 

of Google Apps products 

 This relationship allowed the customer (the City) to look to the 

reseller (CSC) for certain concessions, even if they were not 

available directly from the provider 

 Additionally, the City was able to negotiate a separate clickwrap 

agreement with Google, which is different from Google’s standard 

Google Apps clickwrap: 

 Google agreed to store and process certain data only in the United States 

 Established liquidated damages for Google’s breach of nondisclosure and 

confidentiality obligations 

 


