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Privacy Is a Global Issue 
 North America 

 Canada 

 Mexico  

 United States 

 
 Central & South 

America 

 Argentina 

 Brazil (Pending) 

 Chile 

 Colombia 

 Costa Rica (Pending) 

 Ecuador (Pending) 

 Paraguay 

 Peru (Pending) 

 Uruguay 

 

 Middle East 

 Israel 

 UAE (DIFC) 

 Africa 

 South Africa 
(Pending) 

 Tunisia 

 

 Asia-Pacific Rim 

 Australia 

 Hong Kong 

 India 

 Japan 

 Malaysia 

 New Zealand 

 Philippines (Pending) 

 Singapore 

 South Korea 

 Taiwan 

 Thailand (Pending) 

 Vietnam 

 Europe 

 27 EU Member 
States 

 Norway 

 Russia 

 Serbia 

 Switzerland 

 Turkey (Pending) 

 Ukraine 
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U.S. Privacy Compliance 
 U.S. laws affecting use of cloud: 

 Sector-specific privacy laws regulate sharing with third parties, including vendors 

 State data security laws require specific security safeguards when using vendors 

 State security breach notification laws—over 45 states 

 These laws have a fairly narrow scope: 

 They typically cover name plus Social Security number, driver’s license number, 

credit or debit card number or financial account number, health information, etc. 

 Thus, higher risk in placing these types of U.S. data in the cloud 
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International Privacy Compliance 
 Broad privacy laws, typically covering all sectors and all types of 

Personal Information 

 

 As little as a person’s name or email address 

 Consumers, employees, consultants, vendors, service providers, individuals at business partners 

 

 Comprehensive obligations to individuals whose PI is outsourced to a 

cloud provider: 

 Establishing a legal basis for the outsourcing  

 Notifying the individual; in some cases (e.g., Korea), obtaining consent 

 Maintaining data integrity 

 Registration requirements in some countries 

 Providing access and correction rights 

 Ensuring permanent deletion of PI when no longer required 



 6 

Cross-Border Issues for the Cloud 

Many countries limit transfers of PI to other countries 

European Union offers multiple options for cross-border transfers: 

Safe Harbor program, model contracts, binding corporate rules, consent 

Other jurisdictions offer fewer options; consent may be the only permissible basis or 

specific contractual provisions 

 

 Important to understand  high level data flows 

Companies want to understand where data will be hosted and potentially understand 

data flow (affects cross border regulatory solutions) 
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Growing Cloud Privacy Concerns 

 Data protection authorities (―DPAs‖) are increasingly concerned about 
privacy and security in the cloud 

Schleswig-Holstein, Germany:  DPA opinion arguing that use of cloud located outside EU requires 
pen-on-paper consent of each individual 

Denmark: DPA opinion finding that Google Apps did not provide sufficient data protection 

EU Working Party 29 expected to issue guidance about cloud computing  

 

Main areas of concern: 

Cross-border data transfers 

 Limited oversight; limited ability to conduct inspections or audits 

Data security 

Controller-to-processor agreements (or lack thereof) 

Data security 

Governing law 
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Data Security 

 Contractual Obligations 

Data protection laws require obtaining contractual assurances that the vendor will use 

appropriate technical, physical and administrative measures to protect PII against 

unauthorized access, use, disclosure, modification, or deletion 

 Cloud vs. Outsourcing 

Cloud providers tend to provide no greater protections for PI than any other hosted 

data, and provide few assurances about data protection or security 

 Data Breach 

While U.S. breach laws focus on discrete categories of high-risk data, international 

breach laws often cover all PI – obligations include notifying government regulators as 

well as affected individuals 

These risks and obligations remain with the data owner, even if the incident occurs at 

the vendor 
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Due Diligence:  Security 
 PCI compliance 

All systems used to store and process payment card data PCI compliant? 

Necessary to transfer payment card data to the cloud? 

Has the provider obtained a third-party certification of its PCI compliance? 

 Encryption 

Will the data be encrypted? 

Will the provider have the encryption key? 

Possible to encrypt the data before sending it to the cloud? 

 Backdoor access 

Will provider use customer data to gather analytics?  

 Secured connection 

Will the cloud storage be accessible only through an encrypted tunnel? 
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Due Diligence:  Security 

 Data security involves both internal, company-sensitive information 
(e.g., employee information, company data, trade secrets) and the 
security of PI 

 Emerging standards for third party certification may help to alleviate 
some data security concerns 

 ISO 27001 -- Information Security Management System (ISMS) standard, 
requiring specific internal controls and audits to maintain third-party certification 

 SSAE 16 – an attestation standard now being utilized to assess internal security 
controls (replaces SAS 70) 

 Enterprise Cloud Leadership Council and Cloud Security Alliance may help push 
for standards in this area 
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Survey – Security Issues 
 A May 12, 2011 survey revealed that a majority of cloud providers do not 

believe data security is their responsibility, but the customer’s. 

 

 ―[P]roviders of cloud computing resources are not focused on security in the cloud. 

Rather, their priority is delivering the features their customers want such as low cost 

solutions with fast deployment that improves customer service and increases the 

efficiency of the IT function. As a result, providers in our study conclude that they 

cannot warrant or provide complete assurance that their products or services are 

sufficiently secure.‖ 

 

 The study further reported that the majority of cloud providers surveyed ―admit they 

do not have dedicated security personnel to oversee the security of cloud 

applications, infrastructure or platforms.‖ 
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Confidentiality 
Moving certain information to a third-party cloud environment may 

violate existing confidentiality obligations of customers 

 Especially with respect to older data and relationships, hosting information in 

the cloud was simply not contemplated 

 Carefully determine what types of information will be hosted and 

who will have access to it – such access may be outside the scope 

of what is acceptable pursuant to existing NDAs or other obligations 

to keep information confidential 

 Internal due diligence can help decide what information can be 

hosted in a public cloud 

What can Cloud Vendor do with data from customers? 
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Access by Customer 

 Does the vendor offer service levels sufficient to allow customer to meet 

contractual obligations and business needs? 

 Upon termination/expiration, how will customer receive/access data? 

Periodic customer backups 

Offsite storage 

Escrow 

Deletion obligations 

 Format of data upon return? 

Who has obligation to back-up data (vendor or customer)? 
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Outsourcing Email to the Cloud 

 Privacy considerations 

Types of data included in email:  PI, confidential business information. 

Obligations to affiliates, personnel in other countries 

Contractual and other measures required by applicable privacy laws 

Can it be viewed/used by vendor 

 Data security considerations 

Adequate protections under U.S. and international data security laws? 

Adequate protections given sensitivity of the information? 

 Intellectual property considerations 

Does email contain confidential information of another party? 

Can such information be shared with the cloud provider? 

Will the cloud provider comply with any deletion obligations imposed on company? 
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Resources 

Mofoprivacy.com 

 

 Summitprivacy.com 


